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Cyber 2050 is in 5 Years!
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Cyber 2050 is in 5 Years!

2015

Openness, Increased connectivity, 
Reach in terms of technology & society

7 cyber years is 1 human year

Network 
element: Open 

source/, off-the-

shelf HW, SW

End-device: 

Open source, 

eSIM

Spectrum/Radio: 

Cognitive radio, 

unlicensed band

Services: 

OTT for free

2020

Business: Open API
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What is Cyber Security?

Ping

DHCP starvation

Password

IPv6 neighbor discovery 

ICMP / RIP
Spam - SPIT

Botnets

HTML 5 buffer

issue

TCP 3-way / 

SYN flood Cross-site scripting

APT

Cookies

Malware

DNS protocol

TLS/IPsec

Key exchange

Protocol stack, System 
architecture / design, 

Deployment, Life-cycle
Usage of technology, 

Easy access to technology, 
Lack of knowledge, Usage change

Hardening

SQL Poisoning

Differentiation IT and Telecom
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Human Year 2050 and Cyber Security

2015 20501980

100s transistors Billions of transistors Cannot count

No cyber Connected Cyber life

Limited mobility High mobility No mobility

(need)

No cyber threat
Coined the term

cyber security

Cyber security 

= Life
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2050 – Cyber security 

will be life!
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Make things happen!

Dr. Anand R. Prasad, NEC Corporation

Chief Advanced Technologist, Executive Specialist

Chairman 3GPP SA3

anand@bq.jp.nec.com

https://jp.linkedin.com/in/arprasad

http://www.prasad.bz/
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